LINUX NETWORK COMMANDS CHEAT SHEET

LINUX NETWORK COMMANDS CHEAT SHEET SERVES AS AN ESSENTIAL GUIDE FOR SYSTEM ADMINISTRATORS, NET\WORK ENGINEERS,
AND | T PROFESSIONALS WHO MANAGE LINUX-BASED NETWORKS. THIS COMPREHENSIVE REFERENCE COVERS THE MOST IMPORTANT
AND FREQUENTLY USED LINUX COMMANDS FOR NETWORK CONFIGURATION, MONITORING, TROUBLESHOOTING, AND SECURITY. By
MASTERING THESE COMMANDS, USERS CAN EFFICIENTLY DIAGNOSE NETWORK ISSUES, CONFIGURE INTERFACES, MONITOR TRAFFIC,
AND ENSURE ROBUST CONNECTIVITY. THE CHEAT SHEET INCLUDES COMMANDS RELATED TO IP CONFIGURATION, INTERFACE
MANAGEMENT, ROUTING, DNS QUERIES, PACKET ANALYSIS, AND FIREW ALL MANAGEMENT. W/HETHER YOU ARE A BEGINNER OR AN
EXPERIENCED PROFESSIONAL, HAVING QUICK ACCESS TO THESE COMMANDS SIGNIFICANTLY ENHANCES PRODUCTIVITY AND
PROBLEM-SOLVING CAPABILITIES. THIS ARTICLE PROVIDES AN ORGANIZED OVERVIEW OF CRUCIAL LINUX NET\WORK COMMANDS,
ACCOMPANIED BY EXPLANATIONS AND PRACTICAL USE CASES TO FACILITATE EASY LEARNING AND APPLICATION.

NETWORK INTERFACE CONFIGURATION

® ROUTING AND TRAFFIC MANAGEMENT

NETWORK DIAGNOSTICS AND MONITORING
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o FIREWALL AND SECURITY COMMANDS

NETWORK INTERFACE CONFIGURATION

CONFIGURING AND MANAGING NETWORK INTERFACES IS FUNDAMENTAL TO MAINTAINING A STABLE AND RELIABLE LINUX NETWORK
ENVIRONMENT. THE LINUX NET\WORK COMMANDS CHEAT SHEET INCLUDES ESSENTIAL TOOLS FOR VIEWING, MODIFYING, AND
TROUBLESHOOTING NETWORK INTERFACES.

IP COMMAND

THE IP COMMAND IS A POWERFUL AND VERSATILE UTILITY USED TO SHOW AND MANIPULATE ROUTING, DEVICES, POLICY
ROUTING, AND TUNNELS. [T REPLACES OLDER TOOLS LIKE IFCONFIG AND OFFERS MORE DETAILED INFORMATION AND
FUNCTIONALITY.

ip addr show:DispLAYS ALL IP ADDRESSES ASSIGNED TO NETWORK INTERFACES.

ip link show:LisTs ALL NETWORK INTERFACES AND THEIR STATUS.

ip addr add 192.168.1.10/24 dev ethO: Assions AN IP ADDRESS TO THE SPECIFIED INTERFACE.

ip link set eth® up: ACTIVATES THE NETWORK INTERFACE.

ip link set eth® down:DeAcTIVATES THE NETWORK INTERFACE.



IFCONFIG COMMAND

THOUGH DEPRECATED IN MANY DISTRIBUTIONS, THE IFCONFIG COMMAND IS STILL WIDELY USED FOR QUICK INTERFACE
CONFIGURATION AND STATUS CHECKS. |T DISPLAYS IP ADDRESSES, MAC ADDRESSES, AND INTERFACE FLAGS.

e ifconfig: SHows ALL ACTIVE INTERFACES AND THEIR DETAILS.

e ifconfig eth® 192.168.1.10 netmask 255.255.255.0 up: AssIGNS AN [P AND BRINGS THE
INTERFACE UP.

e ifconfig eth® down: DisABLES THE SPECIFIED INTERFACE.

eETHTooL COMMAND

ETHTOOL PROVIDES DETAILED INFORMATION ABOUT ETHERNET DEVICES AND ALLOWS CONFIGURATION OF SPEED, DUPLEX, AND
OTHER HARDW ARE SETTINGS.

e ethtool ethO:DispLAYS THE CURRENT SETTINGS AND STATISTICS OF THE INTERFACE.

e ethtool -s eth® speed 100 duplex full autoneg on: SeTs SPEED AND DUPLEX MODE.

ROUTING AND TRAFFIC MANAGEMENT

ROUTING COMMANDS ARE CRUCIAL FOR MANAGING THE FLOW OF PACKETS THROUGH NETWORK INTERFACES AND GATEWAYS. THE
LINUX NETWORK COMMANDS CHEAT SHEET HIGHLIGHTS KEY UTILITIES TO CONFIGURE AND INSPECT ROUTING TABLES AND TRAFFIC
RULES.

RoUTE COMMAND

THE ROUTE COMMAND SHOWS AND MODIFIES THE |P ROUTING TABLE. |T IS USEFUL FOR ADDING AND DELETING ROUTES.

e route -n:DISPLAYS THE ROUTING TABLE NUMERICALLY WITHOUT RESOLVING HOSTNAMES.
e route add default gw 192.168.1.1: ADDS A DEFAULT GATEWAY.

e route del default gw 192.168.1.1: REMOVES THE DEFAULT GATEWAY.

IP ROUTE COMMAND

THe lp route coMMAND IS THE MODERN ALTERNATIVE TO rOUte, PROVIDING MORE FLEXIBILITY AND DETAILED OPTIONS
FOR MANAGING ROUTING TABLES.

e ip route show:DispLAYS THE CURRENT ROUTING TABLE.

e ip route add 10.10.10.0/24 via 192.168.1.1: AbDDS A ROUTE TO A SPECIFIC NETWORK VIA A
GATEWAY.



e ip route del 10.10.10.0/24: DeLeTES A ROUTE.

Tc COMMAND

THE TC (TRAFFIC CONTROL) COMMAND IS USED FOR NETWORK TRAFFIC SHAPING, SCHEDULING, AND POLICING ON INTERFACES.

e tc qdisc show dev ethO:DispLAYS QUEUEING DISCIPLINES ON AN INTERFACE.

e tc qdisc add dev eth® root tbf rate 1lmbit burst 32kbit latency 400ms:
LIMITS BANDWIDTH WITH A T OKEN BUCKET FILTER.

NeTWORK DIAGNOSTICS AND MONITORING

EFFECTIVE NETWORK TROUBLESHOOTING REQUIRES COMMANDS THAT PROVIDE DETAILED DIAGNOSTICS AND REAL-TIME
MONITORING OF NETWORK ACTIVITY. THE LINUX NETWORK COMMANDS CHEAT SHEET INCLUDES TOOLS THAT HELP IDENTIFY
CONNECTIVITY ISSUES AND PERFORMANCE BOT TLENECKS.

PING COMMAND

THE PING COMMAND TESTS CONNECTIVITY TO A REMOTE HOST BY SENDING ICMP ECHO REQUEST PACKETS AND MEASURING
RESPONSE TIMES.

e ping google. Ccom: SENDS CONTINUOUS PING REQUESTS TO GOOGLE.COM.

e ping -c 4 8.8.8.8: SENDS 4 PING REQUESTS AND THEN STOPS.

TRACEROUTE COMMAND

TRACEROUTE TRACES THE PATH PACKETS TAKE TO REACH A DESTINATION, SHOWING EACH HOP ALONG THE ROUTE.

e traceroute gOOg-l.e . COM: DISPLAYS THE INTERMEDIATE ROUTERS BETWEEN SOURCE AND DESTINATION.

NETSTAT COMMAND

THE NETSTAT COMMAND PROVIDES INFORMATION ON NET\WORK CONNECTIONS, ROUTING TABLES, INTERFACE STATISTICS, AND
MORE.

e netstat -tuln:Lists ALL LiSTENING TCP AND UDP PORTS IN NUMERIC FORMAT.

e netstat -rn:DisPLAYS THE ROUTING TABLE.



ss COMMAND

THE SS COMMAND IS A MODERN REPLACEMENT FOR NETSTAT, OFFERING FASTER AND MORE DETAILED SOCKET STATISTICS.

e 55 -tuln: SHows acTive TCP/UDP LISTENING SOCKETS.

® SS -S: SUMMARIZES SOCKET STATISTICS.

DNS AnD HosTNAME RESOLUTION

RESOLVING DOMAIN NAMES AND VERIFYING DNS CONFIGURATIONS ARE CRITICAL TASKS IN NETWORK MANAGEMENT. THE LINUX
NETWORK COMMANDS CHEAT SHEET COVERS COMMANDS THAT QUERY DNS SERVERS AND DIAGNOSE RESOLUTION ISSUES.

piIc COMMAND

DIG IS A FLEXIBLE DNS LOOKUP TOOL THAT QUERIES DNS SERVERS DIRECTLY FOR DETAILED INFORMATION.

e dig google. com: Queries DNS FOR GOOGLE.COM RECORDS.

e dig @8.8.8.8 example.com MX: QUERIES THE MAIL EXCHANGE RECORDS FROM A SPECIFIC DNS SERVER.

NsLookuP COMMAND

NSLOOKUP IS ANOTHER DNS QUERY TOOL USED FOR TROUBLESHOOTING DNS ISSUES AND OBTAINING DOMAIN INFORMATION.

e nslookup example.com: RETRIEVES THE IP ADDRESS ASSOCIATED WITH A DOMAIN.

e nslooku p: ENTERS INTERACTIVE MODE FOR MULTIPLE QUERIES.

HosT COMMAND

THE HOST COMMAND IS A SIMPLE UTILITY FOR DNS LookUPS AND REVERSE DNS QUERIES.

e host google.com:DispLAYS IP ADDRESSES OF THE DOMAIN.

e host 8.8.8.8: PerrormMs revERSE DNS LookUP.

PACkeT ANALYSIS AND CAPTURE

ANALYZING NETWORK TRAFFIC PACKETS IS VITAL FOR DEEP TROUBLESHOOTING AND SECURITY AUDITING. THE LINUX NET\WORK
COMMANDS CHEAT SHEET LISTS TOOLS THAT PROVIDE DETAILED PACKET INFORMATION AND REAL-TIME TRAFFIC CAPTURE.



TcpouMP COMMAND

TCPDUMP IS A COMMAND-LINE PACKET ANALYZER THAT CAPTURES AND DISPLAYS TCP/|P PACKETS TRANSMITTED OVER A
NET\WORK INTERFACE.

o tcpdump -i ethO: CaPTURES PACKETS ON INTERFACE ETHO.
e tcpdump -nn -s 0 -v port 80: CapTures VErBOSE HT TP TRAFFIC WITHOUT NAME RESOLUTION.

e tcpdump -w capture.pcap: SAVES CAPTURED PACKETS TO A FILE FOR LATER ANALYSIS.

WIRESHARK COMMAND-LINE TOOLS

W IRESHARK INCLUDES COMMAND-LINE UTILITIES LIKE TSHARK FOR PACKET CAPTURE AND ANALYSIS DIRECTLY IN THE TERMINAL.

e tshark -i ethO: CapTures PACKETS oN ETHO INTERFACE.

e tshark -r capture.pcap: ReADS AND DISPLAYS PACKETS FROM A SAVED CAPTURE FILE.

FIREWALL AND SECURITY COMMANDS

MANAGING FIREWALLS AND SECURING NETWORK ACCESS ARE CRITICAL COMPONENTS OF LINUX NETWORK ADMINISTRATION. THE
LINUX NET\WORK COMMANDS CHEAT SHEET HIGHLIGHTS COMMANDS USED TO CONFIGURE FIREWALL RULES AND MONITOR SECURITY
STATUS.

IPTABLES COMMAND

IPTABLES IS THE TRADITIONAL LINUX FIREWALL UTILITY FOR CONFIGURING |IPVv4 PACKET FILTERING RULES.

e iptables -L -V:LiSTS ALL CURRENT FIREWALL RULES WITH VERBOSE OUTPUT.

e iptables -A INPUT -p tcp --dport 22 -j ACCEPT: ALLows INCOMING SSH TRAFFIC ON PORT
22.

e iptables -D INPUT -p tcp --dport 22 -j ACCEPT: DeLETES THE SPECIFIED RULE.

FIREWALLD COMMAND

FIREWALLD IS A DYNAMIC FIREWALL MANAGER THAT SIMPLIFIES FIREW ALL CONFIGURATION VIA ZONES AND SERVICES.

e firewall-cmd --state: CHecks THE CURRENT FIREWALL STATUS.

e firewall-cmd --zone=public --add-port=80/tcp --permanent: OpensprorT 80
PERMANENTLY IN THE PUBLIC ZONE.

e firewall-cmd --reload: RELOADS FIREWALL RULES AFTER CHANGES.



NFT COMMAND
NFT IS THE MODERN REPLACEMENT FOR IPTABLES, OFFERING IMPROVED SYNTAX AND PERFORMANCE FOR PACKET FILTERING AND

CLASSIFICATION.

e nft list ruleset: DispLAYS THE COMPLETE NFTABLES RULESET.

e nft add rule ip filter input tcp dport 22 accept: Aops A RULE TO ACCEPT SSH
TRAFFIC.

FREQUENTLY AskeD QUESTIONS

\WHAT IS THE PURPOSE OF THE 'IFCONFIG' COMMAND IN LINUX NET\WORKING?

‘IFCONFIG IS USED TO CONFIGURE, DISPLAY, AND MANAGE NETWORK INTERFACES ON LINUX SYSTEMS. |T CAN SHoOw |P
ADDRESSES, ENABLE OR DISABLE INTERFACES, AND SET NETWORK PARAMETERS.

How CAN | CHECK THE CURRENT ROUTING TABLE ON A LINUX SYSTEM?

Y OU CAN USE THE 'ROUTE’ OR ‘IP ROUTE’ COMMAND TO DISPLAY THE CURRENT ROUTING TABLE, WHICH SHOWS THE PATHS
NET\WORK PACKETS TAKE TO REACH THEIR DESTINATIONS.

\W/HICH COMMAND IS USED TO TEST NETWORK CONNECTIVITY IN LINUX?

THE 'PING’ COMMAND IS USED TO TEST CONNECTIVITY BETWEEN YOUR SYSTEM AND A REMOTE HOST BY SENDING |CMP ECHO
REQUEST PACKETS AND WAITING FOR REPLIES.

How DO YOU DISPLAY ALL OPEN NETWORK CONNECTIONS AND LISTENING PORTS IN
LiNnux?

THE ‘NETSTAT -TULN' COMMAND LISTS ALL ACTIVE LISTENING TCP AND UDP PORTS ALONG WITH OPEN NETWORK
CONNECTIONS.

\WHAT IS THE DIFFERENCE BETWEEN 'IP ADDR’ AND 'IFCONFIG' COMMANDS?

‘IP ADDR’ IS PART OF THE NEWER IPROUTEZ PACKAGE AND PROVIDES MORE DETAILED AND VERSATILE NETWORK INTERFACE
INFORMATION, WHILE 'IFCONFIG’ IS OLDER AND CONSIDERED DEPRECATED BUT STILL WIDELY USED.

ADDITIONAL RESOURCES

1. Linux NeTwork CoMMANDS CHEAT SHEET: ESSENTIAL TOOLS FOR SYSTEM ADMINS

THIS BOOK PROVIDES A CONCISE AND PRACTICAL CHEAT SHEET OF THE MOST COMMONLY USED LINUX NETWORK COMMANDS.
PERFECT FOR SYSTEM ADMINISTRATORS AND NETWORK ENGINEERS, IT COVERS COMMANDS FOR MONITORING, TROUBLESHOOTING,
AND CONFIGURING NETWORK INTERFACES. CLEAR EXAMPLES AND QUICK REFERENCE TABLES MAKE IT AN INVALUABLE RESOURCE
FOR DAILY NETWORK MANAGEMENT TASKS.

2. THe Linux NeTworkiNG Cooksook: COMMAND LINE TIPS AND TRICKS
DESIGNED FOR BOTH BEGINNERS AND EXPERIENCED USERS, THIS BOOK OFFERS A COLLECTION OF RECIPES FOCUSED ON LINUX



NET\WORKING COMMANDS. | T INCLUDES STEP-BY-STEP INSTRUCTIONS TO CONFIGURE NETWORKS, MANAGE 1 ADDRESSES, AND
DIAGNOSE CONNECTIVITY ISSUES. THE COOKBOOK FORMAT ALLOWS READERS TO QUICKLY FIND SOLUTIONS TO SPECIFIC
NET\WORKING PROBLEMS.

3. MASTERING LINUX NETWORK ADMINISTRATION. COMMANDS AND BEST PRACTICES

THIS COMPREHENSIVE GUIDE DIVES DEEP INTO LINUX NETWORK ADMINISTRATION, EMPHASIZING COMMAND-LINE TOOLS AND
TECHNIQUES. READERS WILL LEARN HOW TO SET UP SERVERS, SECURE NETWORK CONNECTIONS, AND AUTOMATE NETWORK-
RELATED TASKS. THE BOOK BALANCES THEORY WITH PRACTICAL COMMAND EXAMPLES AND REAL-WORLD SCENARIOS.

4. [ iNnux NETWORKING PockeT GUIDE: Quick Access To CoMMANDS AND CONCEPTS

A COMPACT AND PORTABLE REFERENCE, THIS POCKET GUIDE SUMMARIZES ESSENTIAL LINUX NETWORKING COMMANDS AND
CONCEPTS. IDEAL FOR ON-THE-GO PROFESSIONALS, IT HIGHLIGHTS SYNTAX, USAGE, AND COMMON OPTIONS FOR EACH COMMAND.
THE GUIDE COVERS EVERY THING FROM BASIC INTERFACE CONFIGURATION TO ADVANCED ROUTING PRINCIPLES.

5. NETWORKING ESSENTIALS FOR LinUx Users: COMMANDS, SCRIPTS, AND CONFIGURA TIONS

THIS BOOK TARGETS LINUX USERS WHO WANT TO STRENGTHEN THEIR NETWORKING SKILLS THROUGH COMMAND-LINE
PROFICIENCY. |T EXPLAINS THE FUNDAMENTALS OF T CP/IP NETWORKING AND DEMONSTRATES HOW TO USE VARIOUS LINUX
COMMANDS TO MANAGE NETWORK SERVICES. ADDITIONALLY, IT INCLUDES SCRIPTING EXAMPLES TO AUTOMATE RECURRING
NET\WORK TASKS.

6. LInux NETwork TROUBLESHOOTING: COMMAND LINE TECHNIQUES EXPLAINED

FOCUSED ON DIAGNOSING AND RESOLVING NETWORK ISSUES, THIS BOOK TEACHES READERS HOW TO EFFECTIVELY USE LINUX
COMMAND-LINE UTILITIES FOR TROUBLESHOOTING. |T COVERS TOOLS LIKE PING, TRACEROUTE, NETSTAT, AND TCPDUMP,
EXPLAINING HOW TO INTERPRET THEIR OUTPUTS. THE BOOK ALSO DISCUSSES COMMON NETWORK PROBLEMS AND PRACTICAL
SOLUTIONS.

7. THE CompLETE LINUX NETWORKING ReFERENCE: COMMANDS, CONFIGURATION, AND SECURITY

AN ALL-ENCOMPASSING REFERENCE FOR LINUX NETWORKING, THIS BOOK COVERS COMMAND USAGE, NETWORK CONFIGURATION
FILES, AND SECURITY PRACTICES. |T GUIDES READERS THROUGH SETTING UP FIREWALLS, VPNS, AND SECURE REMOTE ACCESS
USING COMMAND-LINE TOOLS. THE DETAILED EXPLANATIONS HELP ADMINISTRATORS MAINTAIN ROBUST AND SECURE NETWORK
ENVIRONMENTS.

8. PrAcCTICAL Linux NETWORKING: COMMAND LINE ESSENTIALS FOR | T PROFESSIONALS

THIS BOOK EQUIPS | T PROFESSIONALS WITH THE ESSENTIAL LINUX NETWORKING COMMANDS NEEDED FOR EVERYDAY
OPERATIONS. |T FEATURES PRACTICAL EXAMPLES FOR CONFIGURING NETWORK INTERFACES, MANAGING DNS, AND MONITORING
TRAFFIC. THE HANDS-ON APPROACH ENSURES READERS CAN APPLY SKILLS IMMEDIATELY IN REAL-WORLD ENVIRONMENTS.

Q. Linux NeTwork CoMMAND LINE HANDBOOK: FROM BASICS TO ADVANCED TECHNIQUES

COVERING A WIDE RANGE OF TOPICS, THIS HANDBOOK TAKES READERS FROM BASIC NETWORK COMMAND USAGE TO ADVANCED
CONFIGURATION STRATEGIES. |T INCLUDES DETAILED TUTORIALS ON SCRIPTING NETWORK TASKS, ANALYZING NETWORK
PERFORMANCE, AND IMPLEMENTING SECURITY MEASURES. THE BOOK IS A VALUABLE RESOURCE FOR ANYONE LOOKING TO DEEPEN
THEIR LINUX NET\WORKING EXPERTISE.
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